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Foreword 

This document contains information that is confidential and proprietary.  Any reproduction and/or 

duplication of this entire document and/or any parts thereof and/or any enclosed annexes is 

strictly prohibited and may only be performed with the explicit written consent of Devoteam 

Middle East.  This document has been prepared for and intended for a specific recipient(s) 

indicated on the cover page.  If you have received this document in error, please notify 

info@devoteamme.com and destroy any electronic and/or hard copies of this document that are in 

your possession. 
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2. Introduction 

The IPv6 Implementation Plan & Guidelines is part of the IPv6 Test Lab deliverables in the IDP2 

project. 

It must be noted that DSPs and ISPs need to refer to these guidelines when developing their Lab 

connectivity to CITC IPv6 lab resources. 

The structure of the lab is designed in a manner to: 

1. Provide emulation environment to design and implement most of IPv6 advanced services. 

2. Provide emulation to critical parts of CITC network infrastructure elements. 

Note: 

IPv6 lab environment should be isolated for the production networks whenever used for 

configuration and testing security mechanisms or other infrastructure components that may be 

disruptive or introduce security risk. 

 

The following guidelines and instructions are for configuring IPv6 as a test lab using a minimum 

number of Cisco routers, switches and HP servers. 

The servers are needed to separate the services provided on the network and to clearly show the 

desired functionality. The servers’ configuration with hosted services and applications are under 

CITC responsibility. 

2.1. Benefits Statement 

IPv6 lab is designed to emulate several scenarios providing the ability to test required 

applications and products based on IPv6 Network. In addition, the lab aims at establishing 

reference for performance review system, vendor evaluation, interoperability testing, 

functional verification, and other. 

IPv6 lab is aiming to test infrastructure component configuration changes prior to 

implementing them in the production environment. This can help in the reduction of operation 

expenses, network risks, increasing network uptime and reliability, and configuration changes 

to security or routing policies that could be high-risk and are a cause of many network 

outages. 

As well, the lab facilities the address management challenges and addresses allocation 

strategies from planning, deployment, and migration perspectives. 
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2.2. IPv6 Lab Objectives 

The lab structure is designed to provide an overview of IPv6 protocol advanced services, it is 

customized to emulate different parts of CITC network infrastructure components  in order to 

achieve list of objectives that includes: 

Á Emulating the integration of IPv6 with IPv4 Networks. 

Á Transition Strategy Emulation. 

Á To demonstrate the benefits of deploying an IPv6 Network. 

Á To simulate several scenarios and provide hands-on practice and learning. 

Á To simulate and test IPv6 services based on IPv6 Network (mail, Web, DNS client-

server architecture, etc.). 

Á To establish performance review system. 

Á To perform Vendor Evaluation. 

Á Interoperability testing, this is important when new technology or new vendor in the 

network is introduced. 

Á Functional Verification Platform: Many vendors claim they support IPv6, but actually 

they may just support the core functions. However, the requirement is to support 

other IPv6-enabled protocols functions. 

Á  Proof of concepts for testing technology services and products. 

Á To provide connectivity to the ISPs using different scenarios. 

Á To possess the knowledge required for managing IPv6 Advanced services concepts. 
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3. Lab Hardware and Software Description 

3.1. IPv6 Lab Hardware Elements list 

Item Code Description Qty. 

CISCO1841 Modular Router w/2xFE, 2 WAN slots, 32 FL/128 DR 4 

ACS-1841-RM-

19 
Rack mount kit for 1841 4 

MEM1800-

32U64CF 
32 to 64MB Cisco 1800 Compact Flash factory upgrade 4 

MEM1841-

128U192D 
128 to 192MB SODIMM DRAM factory upgrade for the Cisco 1841 4 

CISCO IOS Cisco 1841 IOS  Advanced IP services 4 

CAB-ACE= AC Power Cord, Europe 5 

WS-C3560-

24TS-E 
Catalyst 3560 24 10/100 + 2 SFP + IPS Image 1 

470064-623 
HP Servers ,DL360G5 5410 2x1GB 1x146GB DP 10k SFF-SAS E200i-128M 

BBWC DVD R-RW65438 
4 

Selrack 42U 

Rack 
42U/600W/1000D Honey Comb Punch Brand New 2008 Design 1 

Dintek-Cat 6 Cat 6 UTP Dintek cable Roll Ea 

Table 1 ï Hardware Elements List 

3.2. Operating Systems 

The lab equipment and host operating systems should be at minimum as described in below table. 

Platform  Version and Release  

Cisco 12.3 Release  and above 



  

 

C
o

n
n

e
c

t
i

n
g

 
b

u
s

i
n

e
s

s
 

&
 

t
e

c
h

n
o

l
o

g
y

 

Implementation Plan & Guidelines – IPv6 Test Lab, version 1.2 Page 9 of 27 

Platform  Version and Release  

Linux Any supported version of Linux that includes Linux kernel 2.2 or later, 

such as Red Hat Linux 8.0 Personal, 8.0 Professional, 9.0 Personal, and 

9.0 Professional. 

Microsoft  Windows Vista, Windows Server 2008, Windows Server 2003, Windows 

XP with Service Pack 2. 

Windows XP Embedded SP1 and Windows CE .NET. 

MAC 10.2 version  and a above 

SUN Microsystems Solaris 8 and 9. 

AIX IBM   version 4.3.3 and a above 

HP-UX Hewlett-

Packard 

Version HP-UX 11i v3. 

OpenBSD Version 4.3. 

Table 2 ï Lab Elements Operating Systems 

 

3.3. IPv6 Lab Diagram 

The lab will be consisting of five different IP clouds; they will be interconnected through dual stack 

routers as described below.  
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Figure 1 ï Ipv6 Lab Diagram 
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4. IPv6 Lab Scope of Applications & Utilities 

The lab will have the ability to cover different applications and utilities including the following: 

a. HTTP and FTP: CITC can simulate and host web and ftp services in IPv6-Network-3 and 

web/ftp clients in IPv6-Network-1, IPv6-Network-2 and IPv6-Network-4. 

b. DNS: CITC can host Primary and Secondary DNS servers in IPv6-Network-3 with the 

required records (A, MX, CNAME, etc.) for the other applications. 

c. Mail: The mail services could be hosted in IPv6-Network-3. 

d. DHCP: Could be hosted in IPv6-Network-3 or in any network cloud to simulate DHCP relay 

process. 

e. Security:  IPsec, ACLs, and other. 

f. Network Time Protocol (NTP). 

g. Multicasting with IPv6 (dense and sparse mode). 

h. VPN. 

i. Tools: MRTG, System Management and Monitoring tools, ping6, traceroute6, and other. 
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5. IPv6 Lab ï Scope & Deliverables 

The lab network was designed to include several clouds (four IPv6 and one IPv4). The routers 

with dual stack feature will connect IPv6 clouds over IPv4 cloud in addition to few distributed 

hosts to represent end-users. Manual Tunnels are equivalent to a permanent link between two 

IPv6 domains over an IPv4 backbone will be used. 

The structure included advanced multilayer switching for testing IPv6 technologies over switching 

environment. Cisco Catalyst 3500 will be used for routing in IPv4-Network-1 cloud to add more 

routing flexibility in addition to the switching capabilities. 

 CITC can host the required services or products in any cloud in the network as the design 

demonstrates theoretical and practical connectivity between hosted services in IPv6 Network 

Infrastructure and the distributed hosts over the networks. 

VLANs will be used to separate the several clouds using Cisco Catalyst 3560 24-10/100. 

Note:  

 The different internet service providers will have their own IPv6 labs. They will be connected to 

CITC’s lab using two options: 

Option One:  the ISPs will provide their own devices to CITC, CITC will connect the devices to 

the Lab resources, and consequently the ISPs will have their own link to the CITC’s Lab 

Option Two: ISPs will connect to CITC’s Lab resources using overlay tunnel with a destination of 

Router-D3. 

 

IPv6 Lab will provide connectivity using the following scenario:  

Á Connectivity between IPv6 hosts in the same cloud (IPv6-network-1, IPv6-network-2, 

IPv6- network-4). 

Á IPV6 hosts connectivity to dual stack routers (IPv4/IPv6). 

Á IPV6 hosts connectivity to IPv4 hosts in different clouds. 

Á Connectivity between IPv6 clouds to another IPv6 clouds through overlay tunnels, 

IPvnetwork-1, 2 to IPv6-network-3, 4.Routing Protocols (BGP4 Extensions for IPv6, 

RIPng, OSPFv3) and static routes. 

 

IPv6 Implementation schedule determines and defines the major phases of work that will be 

undertaken to achieve the desired objectives and the associated deliverables.  

The Implementation schedule will cover the following phases and deliverables: 
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Project Phases 
Deliverables and Key 

Milestones 

Duration  Responsible for  

Delivery 

IPv6 lab 

operation Design 

Implementation Plan and 

Guidelines Document 
Done Devoteam 

Site Preparation Site Readiness 

1 (week) 

September 7, 2008 

September 17, 

2008 

CITC 

Shipping Lab 

equipments 

- Lab equipments delivery 

- physical Installation 

4 – 6 ( week) 

August 16, 2008 

September 20, 

2008 

Devoteam 

 

 

Lab Equipments 

testing 

- Testing physical 

functionality 

- IOS IPv6 Advance 

features.  

1 (day) 

September 21, 

2008 

Devoteam 

Configuration 

Implementation 

- Lab equipments 

configuration 

- Connecting resources to 

        International IPv6 

Network. 

10 (day) 

September 22, 

2008 

October 5, 2008 

 

Devoteam 

Connectivity  

Testing 

Testing 

configuration/connectivity and 

IPv6 advance services. 

2 (day) 

October 6, 2008 

October 7, 2008 

Devoteam and CITC 

Documentation  Lab Operation Document 

1 (day) 

October 8, 2008 
Devoteam 

Table 3 ï Deliverables & Key Milestones 
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6. Conclusions 

Development and deployment of the IPv6 protocol–based products are currently taking place 

everywhere. Working on IPv6 networks and devices are not future thought exercises and will 

be steadily increasing as the IT industry evolves. 

The fact that the IPv6 technology is new represents major challenges to implementers. The 

IPv6 CITC lab comes to facilitate and accelerate the awareness of IPv6 technology 

implementation including IPv6 protocol advanced services. 

Some of the production parts could be emulated in lab environment with the changes tested 

and the impact will be monitored before moving to the production. 

The lab will offers hands-on practice and learning ground for different areas in IPv6 

technology including IPv6 enabled services and products. 



  

 

C
o

n
n

e
c

t
i

n
g

 
b

u
s

i
n

e
s

s
 

&
 

t
e

c
h

n
o

l
o

g
y

 

Implementation Plan & Guidelines – IPv6 Test Lab, version 1.2 Page 15 of 27 

 



  

 

C
o

n
n

e
c

t
i

n
g

 
b

u
s

i
n

e
s

s
 

&
 

t
e

c
h

n
o

l
o

g
y

 

Implementation Plan & Guidelines – IPv6 Test Lab, version 1.2 Page 16 of 27 

PROJECT NAME:

CITC- Internet development phase II
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Low level diagram
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11/11/2008
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7. Appendix 1 IPv6 Lab Low-level design 

7.1. IPv6 Lab Low Level Diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4 IPv6 subnet schema 
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7.2. IPv6 Lab Configuration Template 

7.2.1 R1 Basic Configuration 

 

 

 

Hostname R1 
Interface FastEthernet0/0  
 ip address 86.111.198.10  255.255.255.240  
 no shutdown  
 
Interface F astEthernet0/1  
 ip address 192.168.12.1 255.255.255.0  
 ipv address 2001:470:91d9:12::1/64  ! ----  major network 2001:470:91d9::/48  
 ipv6 traffic - filter DR in  
 ipv6 rip RIP enable  
!  
 
!          
Interface Tunnel0  
 description Hurricane Electric IPv6 Tunnel Bro ker  
 no ip address  
 ipv6 address 2001:470:1F08:7AD::2/64   
 ipv6 enable  
 tunnel source 86.111.198.10  
 tunnel destination 216.66.80.26  
 tunnel mode ipv6ip  
!  
interface Tunnel1002  
 description KACST IPv6 Tunnel  
 no ip address  
 ipv6 address 2001:1490:0:3800::2/ 126 
 no ipv6 cef  
 tunnel source 86.111.198.10  
 tunnel destination 212.138.112.12  
 tunnel mode ipv6ip  
end 
 
router ospf 1  
 router - id 1.1.1.1  
 log - adjacency - changes 
 network 192.168.12.1 0.0.0.0 area 0  
 
ip route 0.0.0.0 0.0.0.0 86.111.198.1  
ipv6 route ::/0 Tu nnel  0 5 
ipv6 route ::/0 Tunnel 1002  
 
ip name - server 86.111.198.2  
!  
ipv6 router rip RIP  
 redistribute static metric 2  
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7.2.2 R2 Basic Configuration 

 

 

7.2.3 R3 Basic Configuration 

 

 

Hostname R3 
!  
Interface FastEthernet0/0  
 ip address 192.168.23.3 255.255.255.0  
 no shutdown  
!  
Interface FastEthernet0/1  
 ip address 192.168.34.3  255.255.255.0  
 no shutdown  
!          
router ospf 1  
 router - id 3.3.3.3  
 log - adjacency - changes 
 network 192.168.23.3  0.0.0.0 area 0  
 network 192.168.34.3  0.0.0.0 area 0  
line vty 0 4  
login loca  
alias exec s s hip int brie  
alia exec sir s hip rou te  
usern citc pass cisco  
ena sec citc  
 

 

Hostname R2 
!  
Interface FastEthernet0/0  
 ip address 192.168.12.2 255.255.255.0  
 ipv enable  
 ipv add 2001:470:91D9:12 :: 2/64  
 ipv6 address 2001:1490:100:12::2/64  
 ipv6 rip RIP enable  
 no shutdown  
!  
Interface FastEthernet0/1  
 ip address 192.168.23.2  255.255.255.0  
 ipv enable  
ipv add 2001:470:91D9:23:: 2/64   
ipv6 address 2001:1490:100:23::2/64  
ipv6 rip RIP enable  
 
 no shutdown  
!          
router ospf 1  
 router - id 2.2.2.2  
 log - adjacency - changes 
 network 192.168.12.2  0.0.0.0 area 0  
 network 192.168.23.2  0.0.0.0 area 0  
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7.2.4 R4 Basic Configuration 

 Hostname R4 
!  
Interface FastEthernet0/0  
 ip address 192.168.34.4 255.255.255.0  
 no shutdown  
!  
Interface FastEthernet0/1  
 ip address 192.168.44.4  255.255.255.0  
 no shutdown  
!          
router ospf 1  
 router - id 4.4.4.4  
 log - adjacency - changes 
 network 192.168.34.4  0.0.0.0 area 0  
 network 192.168.44.4  0.0.0.0 area 0  
line vty 0 4  
login loca  
alias exec s sh ip int brie  
alia exec sir sh ip route  
usern citc pass cisco  
ena sec citc  
no ip domain - loo  
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7.2.5 SW1 Basic Configuration 

 

7.2.6 S1 Basic Configuration (Windows2003-DNS) 

 

7.2.7 S2 Basic Configuration (Linux Fedora) 

 IP Address: 192.168.23.10  
Network Mask: 255.255.255.0  
Default Gateway: 192.168.23.2  
DNS 192.168.12.10  
 
ip - 6 addr add 2001:470:91D9:23::10/64 dev eth0  
ip - 6 route add ::/0 2001:470:91D9:23::2  
 
 

 

IP Address: 192.168.12.10  
Network Mask: 255.255.255.0  
Default Gateway: 192.168.12.1  

 

Hostname SW1 
!  
Vtp trans parent  
Vlan 99  
 Name external  
Vlan 12  
 Name IPv6- 2 
Vlan 23  
 Name IPv4- 1 
Vlan 34  
 Name IPv6- 3 
Vlan 44  
 Name IPv6- 4 
 
interface range FastEthernet0/1  -  2 
 switchport mode access  
 switchport access vlan 99  
!  
Interface range FastEthernet0/3 -  5  
 switchport mode access  
 switchport access vlan 12  
!  
interface range FastEthernet0/6 -  8  
 switchport mode access  
 switchport access vlan 23  
!  
interface range FastEthernet0/9 -  11  
 switchport mode access  
 switchport access vlan 34  
!      
 interface Range FastEthernet0/12  -  13  
 switchport mode access  
 switchport access vlan 44  
!       
Interface vlan 23  
 ip address 192.168.23.5 255.255.255.0  
!  
ip routing  
router ospf 1  
 router - id 5.5.5.5  
 log - adjacency - changes 
 network 192.168.23.5  0.0.0.0 area 0  
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7.2.8 S3 Basic Configuration (Linux Fedora) 

 

7.2.9 S4 Basic Configuration (Linux Fedora) 

 

 

IP Address: 192.168.44.10  
Network Mask: 255.255.255.0  
Default Gateway: 192.168.44.4  

 

IP Address: 192.168.34.10  
Network Mask: 255.255.255.0  
Default Gateway: 192.168.34.3  
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8. Appendix 2 Connectivity Procedures  

8.1. Connection procedure: CITC side 

7.2.10 Introduction 

Figure 2 (Lab connectivity for ISPs) illustrates how interested client (ISP, Organization or 

Enterprise Company) will be connected to the ipv6 lab hosted on CITC datacenter; the client will 

have an edge router connected to the internet using a real ipv4 address which will be used to 

terminate an ipv6 over ipv4 tunnel with CITC edge router, CICT will assign then 2 ipv6 routed 

subnets,  

1- Real ipv6 (/64)subnet on the tunnel interface 

2- Real ipv6 (/64) subnet to be used by the client internal network and applications 

 

Figure 2 (Lab connectivity for ISPs) 

CITC have a block of ipv6 address space (2001:1490:100::/48), this subnet will be subneted  into 

smaller ipv6 subnets with prefix length of 64; the total available subnets is (2^16 =65536 

subnet), the ipv6 subnet details will be stored and maintained in Table 5  IPv6 assignment table) 

# Client name IPv6 subnet (/64) Description IPv4 add. 

1 CITC lab 
 

2001:1490:0:3800::2/126 LAB-tunnel ->KACST 86.111.198.10 212.138.112.12 

2001:1490:100:12::1/64 LAB-internal network  

2 
 

ISP1 2001:1490:100:5::/64 ISP1- internal network, pho.111111  

2001:1490:100:6::/64 ISP1- tunnel IP, pho.111111 a.b.c.d 

3 Org1 2001:1490:100:7::/64   

2001:1490:100:8::/64   

     

 ISPn 2001:1490:100:FFFE::/64   

Table 5  IPv6 assignment table 
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Table 5  IPv6 assignment table)  above should be updated as new requests received to establish 

tunnel connectivity with CITC ipv6 lab 

The connection request will be initiated by filling a special application form –section 7.2.1-,  where 

the CITC will use the filed in order to manage and control the request of ipv6 connectivity to the 

lab 

7.2.1 Connection procedure 

1- The client should first fill the relevant fields in the following application form, this 

application form can be published on CITC 

 

 

 

    CITC- IPv6 Test Lab   Date:_____________  

Connectivity Request Form  

------------- ---------------------------------------------------------------------------------  

Client details:       

Client name:_______________________________  Phone:_____________________________________ 

Client address:____________________________  Client official emai l:_____________________  

Technical details:  

Connectivity purpose:  ________________________________________________________ 

   ________________________________________________________ 

   ________________________________________________________ 

Tunnel ipv4 ad dress:_______________________  

Technical contact:_________________________  Client Signature:__________________________  

[] Read and Agree Terms and Conditions  

-----------------------------------------------------------------------------------------------  

For  internal use:  

Tunnel Number and description:__________________________________________________  

Source ipv6 tunnel address:_____________________________________________________  

Destination ipv6 tunnel address:_______________________________________________ _ 

Assigned IPv6 subnet:___________________________________________________________  

 

Administrator Name:________________________  Signature:_____________________  
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2- The network administrator will received an approved form as above with all client details, 

he will then check the basic ICMP (ping) connectivity with the client ipv4 address 

3- The network administrator will then reserve and allocate two /64 ipv6 subnet for this 

client, and update table 5 accordingly 

4- The network administrator will create a new tunnel interface for the client using the 

available parameters: 

a. Tunnel number and description 

b. Tunnel destination ipv4 address 

c. Ipv6 address on the tunnel 

5- The network administrator will then create a static ipv6 route for the client internal ipv6 

through the new tunnel interface 

6- The following figure shows sample tunnel and route  configuration on R1 for ISP6 

 

7- The administrator will then send the ipv6 subnets to the client to the email mentioned in 

the application form, email template shown below 

 

 

Dear Sir,  

Reference to your application form submitted on date: ----------- , find bellow the 

ipv6 address subnets  

1-  The ipv6 address on the tunnel interface is 2001:1490:100:6::2/64  

2-  The ipv6 subnet for your internal use is: 2001:1490:100:5::/64  

Should you have any further clarification, do not hesitate to contact us  

Kind regards  

Ipv6lab administrator  

 

interface Tunnel6  

 description T unnel  to ISP6 

 no ip address  

 ipv6 address 2001:1490:100:6 ::1/6 4 ! -----------  See table 5  

 ipv6 enable  

 tunnel source ipv6lab.citc.gov.sa ! ------ 86.111.198.10  

 tunnel destination a.b.c.d ! ------  ipv4 address, get from the application form  

 tunnel mode ipv6ip  

end 

 

ipv6 route 2001:1490:100 : 5::/64 Tunnel6  ! -----------  See table 5  
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8.2. Connection procedures: Client side 

This section describes the technical requirements and detailed procedure required from any client 

(ISP, Organization or Enterprise Company) intend to connect to the IPv6 lab hosted in CITC 

7.2.1 Prerequisites 

The client should be compliment with the following prerequisites in order to connect to the CITC 

ipv6 test lab 

V The ISP should have an edge router connected to the internet with a real IP 

V If the router is reside behind a firewall, the following rules should be applied on the FW on 

the external interface: 

 

V The client should fill and submit the application form (section 7.2.1) 

7.2.2 Connection procedure 

 

1- A tunnel interface will be configured on the client edge router with the following 

parameters: 

a. Tunnel source IP address: the real IP of the external interface on the edge 

router  

b. Tunnel destination IP address: r1.ipv6lab.citc.gov.sa (86.111.198.10) 

c. Tunnel protocol : ipv6 over ipv4   

d. IPv6 address : assigned by CITC 

 

V A static default ipv6 route will be created to forward traffic out the tunnel interface 

 

The following figure show a sample configuration on Cisco IOS router 

permit inbound | Source IP 86.111.198.10 | Source IP protocol 41 (ipv6ip)  

permit inbound | Source IP 86.111.198.10 | Source IP protocol ICMP  
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Old ipv6 table (Tunnel Broker) 

# Client name IPv6 subnet (/64) Description IPv4 add. 

1 CITC lab 
 

2001:470:1F08:7AD::2/64 LAB-tunnel IP 86.111.198.10 

2001:470:91D9:12::/64 LAB-internal network  

2 
 

ISP1 2001:470:91D9:5::/64 ISP1- internal network, pho.111111  

2001:470:91D9:6::/64 ISP1- tunnel IP, pho.111111 a.b.c.d 

3 Org1 2001:470:91D9:7::/64   

2001:470:91D9:8::/64   

4 ISP2 2001:470:91D9:9::/64   

2001:470:91D9:A::/64   

     

 ISPn 2001:470:91D9:00FE::/64   

Table 6 Tunnel Broker spipv6 subnet 

 

Interface Tunnel  X 

Description IPv6 Tunnel with CITC test lab  

 no ip address  

 ipv6 address 2001:1490:100 :6::2/64  ! -----  Assigned by CITC  

 ipv6 enable  

 tunnel source A.B.C.D ! ------  Real IPv4 address on the external interface  

 tunnel destination 86.111.198. 10 ! ------  CITC edge router IP  

 tunnel mode ipv6ip  

 

interface FastEthernet0/0  ! ------  Internal interface  

ipv6 address 2001:1490:100 :5::1/64  ! ------  Assigned by CITC  

ipv6 enable  

end 

 

ipv6 route ::/0 Tunnel X  

 


